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Message from the CIO

As we enter the 21st Century, the Department of State
is facing unprecedented change in the conduct of
international relations and at the same time is
experiencing tremendous changes in Information
Technology (IT). Today’s conduct of foreign affairs
requires that we be able to work closely with other US
Government agencies, international institutions, host
governments, and non-government organizations. If
we are to advance our national interests successfully,
we must be positioned to exploit the expansive access, speed, and analytical capabilities
that information technology and rapid communications now afford. The leadership role
of the United States in international affairs demands that we develop a fully responsive,
yet secure, IT capability, including systems and tools that enable our employees to
access, manipulate, and share up-to-date information and to collaborate with others in
addressing foreign policy issues.

In addition, we must continue to streamline our operations, improving staff skills and
exploiting information technology to make the Department more efficient and effective.
We must modernize and revamp our most outmoded systems, including the cable system
that has long served us well, deploying modern business-quality solutions. We must rely
as much as possible on commercial technology and services, ensuring the flexibility and
capacity to address new and changing requirements.

This new IT Strategic Plan positions the Department to meet the challenges of diplomacy
that we will face in the new millennium. The Plan elaborates on the five broad goals
adopted in 1998 in the “Goals 2005 paper, and builds on recent successes such as the
worldwide, unclassified ALMA deployment. While it capitalizes on past successes, the
Plan also presents a visionary blueprint for the future -- one in which our staff, wherever
they are located, will have immediate access to the information, tools, and services
needed for the conduct of e-Diplomacy in the information age.

This Plan was developed initially in draft form by the Bureau of Information Resource
Management (IRM) with input from other bureaus, and then reviewed with all Depart-
ment organizations. Bureau feedback was very positive and indicated broad consensus
and support for the vision, goals, objectives, and strategies. Reflecting this broad sup-
port, the Information Technology Program Board has approved the Plan and intends to
use it as a basis for investment decisions for IT projects. The Plan will provide a frame-
work through which IRM and the Bureaus can work together to achieve the five goals the
Department has adopted.

I am pleased to present this IT Strategic Plan and am convinced that achieving the goals
presented in this Plan and moving toward a robust e-Diplomacy environment will posi-
tinn the Denartment well for the diplomatic challenges ahead.

ot Rk

Fernanago BuUrpano
Chief Information Officer
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EXECUTIVE SUMMARY

The Department of State has primary responsibility for the conduct of foreign affairs for the
United States. It maintains embassies, consulates, and other facilities at more than 230 locations
around the globe. It provides support for the overseas operations of all U.S. Government (USG)
agencies represented abroad. In short, the Department is responsible for maintaining a state of
diplomatic readiness to enable effective and efficient pursuit of U.S. global interests and priori-
ties.

This Information Technology (IT) Strategic Plan presents the Department’s plans for supporting
the international affairs and diplomatic mission with modern, robust, secure, and cost-effective
IT solutions. This Plan builds on recent modernization efforts that have gone a long way toward
bringing the Department’s IT environment into the 1990s — with this new Strategic Plan we are
poised for the new millennium. This Plan provides a blueprint for prudent investments begin-
ning in Fiscal Year (FY) 2000 and proceeding through FY 2005. The Plan will enable the
Department to capitalize on advances in technology available in the private sector.

This Plan will position the Department to provide a common information platform at overseas
locations to bring the benefits of e-diplomacy to all agencies operating overseas. The Overseas
Presence Advisory Panel (OPAP) has issued draft recommendations calling for State to assume
responsibility for extending this robust, standardized IT infrastructure to support the entire inter-
national affairs community. This Plan supports the OPAP recommendations fully and will pro-
mote effective exchange of information and collaborative processing among the multiple agen-
cies with overseas presence.

While this Plan is a logical extension of past modernization and planning efforts, it also provides
a radical and visionary blueprint for the future. Successful accomplishment of the Plan’s strate-
gic goals and objectives will require major changes in the Department’s culture; the ways people
carry out their responsibilities, and the supporting IT infrastructure and systems. The text box on
the following page highlights key changes envisioned by this Plan.

Vision

The Plan is grounded in the concept of e-Diplomacy — the analog of electronic business in sup-
port of the conduct of international affairs and global diplomatic operations. The explosion in
technologies such as the Internet, along with powerful data mining solutions, will enable the
Department to revolutionize IT support for the mission-related activities of diplomacy, consular
affairs, operations and management. This Plan will also unify IT support to all agencies operat-
ing overseas, if the Congress funds the recommendations in the 1999 OPAP Report, ensuring the
ability to communicate, collaborate, and share information across varying types of platforms.

Successful accomplishment of the Plan’s strategic goals and objectives will require major
changes in the Department’s culture, how people carry out their responsibilities, and the
supporting IT infrastructure and systems

Office of Architecture, Planning, and Regulations — Planning Division Page ES-1 of ES-4
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By 2005 State’s IT environment will be radically enhanced with:

A centrally funded, deployed, and operated infrastructure that ensures universal
consistent, high-capacity and high-performance networks, platforms, and servers

A Web-based environment that translates the capabilities of the Internet and electronic
commerce into e-Diplomacy

Replacement of the current cable system with an integrated suite of off-the-shelf
products for informal and formal messaging, for exchange of information of all types, and
for centralization of formal messaging

Consolidated and centralized servers and databases to realize the concept of the “data-
less” Post — substantially reducing security risks and far-flung technical support
requirements

Significant investment in desktop tools for the Department’s employees — supporting
knowledge management through ready access to information sources, facilities for
collaborative processing and team-work, and effective document management and
retrieval

Reliance on commercial networking services for all communications

Inexpensive, broadband global communications are indeed turning the world into a global vil-
lage, bringing people and organizations together in ways that seemed impossible a few years ago.
The Department’s knowledge workers must be in a position to take advantage of the IT and
communications revolution — they must be able to communicate rapidly with one another and
with colleagues and peers in other U.S. and foreign government organizations, as well as with
non-government organizations (NGOs) and the public. They must have access to a wide range
of up-to-the-minute information sources, and the tools with which to identify, analyze, and pre-
sent information to support policy formulation and execution.

The use of IT at State over the next few years will be based on two key concepts:

(1) Virtual teaming — through networks and software solutions, people will be able to participate
in virtual teams to focus on both foreign policy and administrative issues. Physical location will
be irrelevant for many activities, as video teleconferencing and similar techniques become
widely used. This concept, coupled with a focus on knowledge management, will ensure that the
Department’s knowledge workers have quick and full access to the information needed to
perform their mission regardless of the physical location of the people, the computers, or the
information.

(2) User empowerment — many operational and administrative processes, such as human
resources and procurement, can be highly automated and standardized — enabling self-service for
many functions. For example, staff will be able to update most of their personnel information
either online, via the web, or by telephone, much as people today do their banking and stock
trading electronically. Support will also increase for mobile computing, portable solutions, and

Page ES-2 of ES-4 Office of Architecture, Planning, and Regulations — Planning Division
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flexible user-oriented technologies that mimic commercial environments. Integration, standardi-
zation, and commercial solutions will be keys to success.

The vision of the future is based heavily on commercial sources and technologies. Consistent
with security requirements and Presidential Decision Directive 63 (PDD-63), the Department
will take advantage of commercial advances and successes, rather than building its own infra-
structure and IT solutions. The IRM Bureau will work closely with the Bureau of Diplomatic
Security (DS) and other agencies in continual assessment and management of security risks,
threats, and solutions.

Goals and Objectives

To achieve its IT vision, the Department will pursue five broad goals and thirteen strategic objec-
tives. These goals and objectives, summarized in the table below, provide a focus for managing
IT investments and setting priorities. A critical path model of these strategic objectives and sup-
porting initiatives will shape the ongoing tactical planning and oversight of specific IT projects
and investments.

Goal Strategic Objectives
Goal 1: A Secure Global » Objective 1A - A Commercial-Style Global Network for
Network and Infrastructure Classified and Unclassified Communication
» Objective 1B - A Continually Updated Equipment and Software
Base
» Objective 1C - Robust Infrastructure Security Services
» Objective 1D - Effective Infrastructure Management and Support
Services
Goal 2: Ready Access to » Objective 2A - Worldwide Access to International Affairs
International Affairs Information Resources
Apblications and Information » Objective 2B - IT Support for Effective Collaboration
PP » Objective 2C - Effective IT for Public Diplomacy
Goal 3: Integrated Messaging » Objective 3A - Business Quality Electronic Mail
— A Modern Worldwide » Objective 3B - Standard Utilities and Services for Information
Approach Exchange
Goal 4: Leveraging IT To » Objective 4A - User-empowered Administrative Systems
Streamline Operations » Objective 4B - Consolidation of Information Technology Facilities
Goal 5: Sustaining a Trained » Objective 5A - A Rewarding Workplace for IT Specialists
Productive Workforce » Objective 5B - An Effective Distance Learning Program

Strategic IT Goals and Objectives

Office of Architecture, Planning, and Regulations — Planning Division Page ES-3 of ES-4
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Strategies

The Department will pursue the following broad strategies to achieve its strategic IT goals and
objectives:

» Management Strategies — rigorous capital planning to align investments and proj??ects with
this Plan; careful yet rapid studies to set project direction, process improvement methods to
re-engineer and streamline procedures in conjunction with automation; active management
oversight and review; application of risk management principles, rather than risk avoidance,
to address security requirements; liberal use of outsourcing whenever it makes sense to do so
to take advantage of the expertise of the private sector; and the allocation of a majority of the
resources in the Department’s Central Fund (CF) to projects that directly support
implementation of this Strategic Plan.

» Technical Strategies — a focus on exploiting the worldwide web and the Internet; broad and
scalable connectivity, along with an easy-to-use front-end for user access through a standard
browser; use of standards to ensure scalability and flexibility; enhanced technical project
management and oversight, ensuring conformance with IT architecture and standards;
rigorous quality assurance and configuration management (CM), independent verification
and validation (IV&V); and pilot-testing of solutions in live post environments.

Resources

The Department’s long-term goal is to provide the best possible IT support to mission critical
diplomatic, consular, and management operations. At the same time, we are strongly committed
to achieving efficiencies and controlling the ever-increasing share of our budget that must be
devoted to IT. The Department has demonstrated its ability to meet its IT commitments effi-
ciently and effectively. Examples are the highly successful programs to modernize our unclassi-
fied infrastructure overseas through A Logical Modernization Approach - ALMA, and to achieve
Year 2000 (Y2K) compliance for our mission-critical systems. Through this Plan we will con-
tinue to enhance and improve our overall IT posture. International affairs is highly IT-intensive
and dependent on necessarily costly systems — such as global networks and systems, highly spe-
cialized security solutions, and necessary redundancies to ensure reliability and support for con-
tingencies. That notwithstanding, the Department believes that through this Strategic Plan, we
will realize cost savings in specific areas, particularly in the out-years of the Plan. The Depart-
ment is committed to lowering its total cost of ownership (TCO) enterprise-wide.

In the first two to three years of the next century, significant investments will be required to pur-
sue the aims of this Plan. Investments will be required in a robust, commercial-style network, a
security and messaging infrastructure, interagency connectivity as recommended in the recent
OPAP Report, centralized facilities and services for enterprise IT management, web-based proc-
essing on modernized mainframes and other platforms, and streamlined applications and data-
bases to support substantive and management activities. We will also invest in our vital human
resources, spending considerable sums on recruiting, retention, and training. These investments
will have a commensurate payoff — in enhanced mission effectiveness and diplomatic readiness,
as well as efficiencies and cost savings in selected IT and operational areas.

Page ES-4 of ES-4 Office of Architecture, Planning, and Regulations — Planning Division
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INTRODUCTION

This document is the successor to the
Department of State’s IRM Strategic and
Performance Measurement Plan, issued
on January 15, 1997. Since issuance of
the 1997 plan, the Department has made
much progress with its Information
Technology (IT) program. It has com-
pleted Year 2000 (Y2K) corrections to
all of its mission-critical systems. It has
published an Information Technology
Architecture. It has installed up-to-date
computer equipment at all of its 270
Foreign Service posts. It has provided
secure Internet e-mail access to most of
its employees. It has successfully imple-
mented an IT Capital Planning process.
And with the support of the Congress, it
has built a Capital Investment Fund
(CIF) that can help sustain the Depart-
ment’s IT progress for years to come.
Appendix B provides additional details
regarding accomplishments the Depart-
ment has made on the IT initiatives set
forth in the 1997 Strategic Plan.

Even as the Department’s IT program
progresses toward previously established
objectives; it faces new challenges that
require the setting of new objectives.
The most obvious of these challenges is
the recently completed foreign affairs
agency consolidation, which  will
eventually result in the full integration of
the IT systems of the Department, the
Arms Control and Disarmament Agency
(ACDA), and the United States
Information Agency (USIA). To carry
this challenge further, a report recently
published by the Overseas Presence
Advisory Panel (OPAP) recommends
that State take the lead in ensuring
connectivity and interoperability among
all agencies operating overseas.
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However, an even more fundamental
shift in the Department’s mission has
arisen from new requirements for con-
ducting diplomacy in the information
age. The implications of this shift have
been set forth in two recent independent
reports by the Stimson Center and the
Center for Strategic and International
Studies (CSIS), along with the Depart-
ment’s own document, Diplomacy for
the 21st Century: IT Goals for the First
Five Years (referred to hereafter as the
IT Goals Paper).

This is an ideal time for the Department
to update its IT Strategic Plan. The Plan
can build on the substantial prog??ress
already made in achieving previously-set
objectives, while  positioning the
Department to face the new challenges
that have arisen.

This document elaborates on the
Department’s strategic IT goals, origi-
nally described in the IT Goals Paper.
The chapter immediately following this
Introduction summarizes the Depart-
ment’s overall mission and strategic
goals. A chapter setting forth the

Office of Architecture, Planning, and Regulations — Planning Division
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Department’s IT vision for 2005 follows
it. The next chapter, which is the heart
of this Plan, translates the five strategic
IT goals in the IT Goals Paper into 13
strategic objectives, specifies the major
milestones to be achieved under each
objective, and identifies the performance
measures to be used to evaluate results.
The following three chapters describe,
respectively,  the  strategies  the
Department plans to follow in achieving
its IT objectives, the IT management and
planning process that will ensure this

Plan is carried out effectively, and the
relative priorities the Department has set
for its strategic IT goals. The final
chapter discusses the cost impact of
implementing this Strategic Plan.

This Plan focuses entirely on the future
of IT in the Department. Readers who
are interested in learning about the
current IT environment should review
the most recent IT Tactical Plan, which
is published about every six months.

Page 2 of 95
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DEPARTMENT MISSION AND STRATEGIC

GOALS

The U.S. Department of State Strategic
Plan of 1997 includes the following
mission statement:

“U.S. diplomacy is an instrument of
power, essential for maintaining effec-
tive international relationships, and a
principal means through which the
United States defends its interests,
responds to crises, and achieves its
international goals. The Department of
State is the lead institution for the con-
duct of American diplomacy. A mission
based on the role of the Secretary of
State as the President’s principal foreign
policy advisor.

In order to carry out U.S. foreign policy
at home and abroad, the Department of
State:

» Exercises policy leadership, broad
interagency coordination, and man-
agement of resource allocation for
the conduct of foreign relations;

* Leads representation of the United
States overseas and advocates U.S.
policies to foreign governments and
international organizations;

» Coordinates, and provides support
for, the international activities of
U.S. agencies, official visits, and
other diplomatic missions;

» Conducts negotiations, concludes
agreements, and supports U.S. par-
ticipation in international negotia-
tions of all types;

Coordinates and manages the U.S.
Government response to interna-
tional crises of all types;

Carries out public affairs and public
diplomacy;

Reports on and analyzes interna-
tional issues of importance to the
U.S. Government;

Assists U.S. business;

Protects and assists U.S. citizens
living or traveling abroad;

Adjudicates immigrant and non-
immigrant visas to enhance U.S.
border security;

Manages those international affairs
programs and operations for which
State has statutory responsibility; and

Guarantees the Diplomatic Readi-
ness of the U.S. Government."

Office of Architecture, Planning, and Regulations — Planning Division Page 3 of 95
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The Department’s 1997 Strategic Plan identifies the strategic goals summarized in the

table below:

AREA OF FOCUS

National Security

Economic
Prosperity

American
Citizens and U.S.
Borders

Law Enforcement

Democracy

Humanitarian
Response

Global Issues

=
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GOALS

Ensure that local and regional instabilities do not threaten the
U.S. and its allies

Eliminate the threat of weapons of mass destruction and
destabilizing conventional arms

Open markets
Expand U.S. exports
Promote global economic growth

Assist Americans traveling and living abroad
Control how non-citizens enter the U.S.

Minimize the impact of international crime on the U.S.
Reduce the entry of drugs into the country
Reduce international terrorist attacks

Promote adherence to democratic principles and human rights

Prevent or minimize impact of conflicts and natural disasters

Focus on the global environment, world population growth, and
human health

“New technologies,

U.S. Department Of State Strategic Plan, 1997

the communications revolution, and
economic growth have increased the rate of global change and
diminished the importance of time and distance. As a result, the
world is more interdependent, while the consequences of political,
economic, and military developments are more interrelated.”

Page 4 of 95

Office of Architecture, Planning, and Regulations — Planning Division



Department of State Information Technology Strategic Plan

January 2000

As shown in the figure below, this IT
Strategic Plan focuses on applying IT to
support all of the strategic goals identi-
fied in the table above. The high-level
IT requirements identified below
respond directly to the Department’s
mission-oriented areas of focus and
strategic goals.  These requirements
emphasize flexible, powerful informa-
tion access, analysis, sharing, and col-

laboration among State knowledge
workers, both internally and with exter-
nal organizations, including other
Strategic Goals

National Security

Eliminate the threat of weapons of mass
destruction and destabilizing conventional arms

Ensure that local and regional instabilities do not
threaten the U.S. and its allies

Economic Prosperity

Open markets

Expand U.S. exports

Promote global economic growth

American Citizens and U.S. Borders

Assist Americans traveling and living abroad

Control how non-citizens enter the U.S.

Law Enforcement

Minimize the impact of international crime
on the U.S.

Reduce the entry of drugs into the country

Reduce international terrorist attacks

Democracy

Promote adherence to democratic principles
and human rights

Humanitarian Response

Prevent or minimize impact of conflicts and
natural disasters

Global Issues

Focus on the global environment, world
population growth, and human health

N

agencies operating overseas. The
requirements also reflect commercial
trends and directions in technology and
IT management, such as knowledge
management, web technologies, group-

ware, and security. Finally, the
requirements  recognize the major
challenges and issues facing the

Department as it moves into the next
millennium, including budget con-

straints, staffing challenges, and rising
user expectations.

e i
General IT Requirements DoSIT
*Secure inf ti h
T e B STRATEGIC
«Information analysis tools P LAN
«Internal and external collaboration
« Interagency connectivity (OPAP) GOALS

*Rapid and dynamic connectivity
«Virtual teaming
*Mobile computing

The next chapter projects an IT vision
for 2005 that will help the Department
accomplish its mission.  This vision
encompasses all of the elements shown

in the above figure, linking directly to
the mission goals from the Department’s
Strategic Plan.

Office of Architecture, Planning, and Regulations — Planning Division
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IT VISION FOR 2005

The New Diplomacy

The Department of State stands on the
threshold of a new era in the conduct of
diplomacy. Issues facing our political
and economic officers are increasingly
complex, global, and intertwined. Much
of diplomacy has become multilateral,
with shifting alliances. Global issues,
such as international terrorism, the envi-
ronment, population, and refugees are
becoming increasingly prominent, as
evidenced by the Department’s Strategic
Plan. Diplomacy increasingly involves
dealing with publics — both domestic and
foreign, as well as with NGOs. People
have rapid access to information about
international events from many sources,
and this colors their understanding and
support for US foreign policy. The new
diplomacy will have to deal with these
changes.

Many US Government agencies operate
overseas, interacting with each other and
with State personnel. Our overseas IT
infrastructure must accommodate these
multiple  agencies, creating  an
environment that promotes easy
interagency connectivity and efficient IT
support, as recommended by OPAP.

This new era in diplomacy will also be
shaped increasingly by methods and
approaches made possible by informa-
tion technology. Advances in communi-
cations and computer technology, along
with the explosive growth of the Inter-
net, are already transforming the world
into a global village. The Department
must take steps to adapt its traditional
methods of diplomacy to be effective in
the new technological environment in
which it now operates.

This is not to suggest that traditional
diplomatic skills will be replaced by
technology — far from it. The ability to
formulate complex strategies, the ability
to make nuanced judgments based on an
understanding of the human condition,
the ability to articulate positions pre-
cisely, the ability to respond appropri-
ately to unexpected situations, the ability
to persuade on the basis of trust pains-
takingly built up over a period of years —
all of these abilities are, and will remain
for the foreseeable future, human
monopolies.

Nevertheless, diplomats must be well
informed to be effective. They must be
able to communicate rapidly and effi-
ciently with partners and adversaries
around the world. And they must have
the infrastructure support that enables
them to concentrate on their main busi-
ness, rather than being constantly
diverted by the demands of support
activities. These are the areas in which
technology promises to transform tradi-
tional diplomacy into e-diplomacy over
the next decades.

Office of Architecture, Planning, and Regulations — Planning Division
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By 2005 the Department of State will
operate to a large degree through
e-diplomacy — that is, it will apply the
techniques of e-commerce to its diplo-
matic, consular, and management activi-
ties. Its employees will have ready
access to internal and external databases
that will keep them fully up-to-date on
international events and the roles being
played by all of the actors involved.
They will have a variety of electronic

Trends that Drive e-diplomacy

Several key trends will characterize the
environment of 2005 and will have a
significant impact on Department of
State operations and the supporting IT
infrastructure. The most successful and
admired organizations are already mov-
ing in the direction of these trends.
Among the most important of these
trends are:

* Globalization

* Virtuality

*  Flexibility

» Collaboration

» Learning-orientation and
knowledge management

» Competition

The table on the following page explores
each of these trends in relation to the
future of e-diplomacy and State’s
operational and IT environment of 2005.
While we cannot be certain of how these
trends will play out, this table and the

ways to communicate rapidly and relia-
bly with their colleagues and with mem-
bers of other organizations, including
host governments. And they will be able
to devote more of their human resources
to the Department’s main business of
diplomacy, rather than to routine
administrative  functions,  however
essential for diplomatic readiness the
latter may be.

discussion, which follows, provide a
framework for a conceivable vision for
2005.

Page 8 of 95
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Globalization

Virtuality

Flexibility

Collaboration

Rapid, reliable, secure
communication will con-
tinue to make the world
smaller, connecting peo-
ple everywhere in a web
of networks and informa-
tion. Information will
pass rapidly around the
globe.

Enterprise assets, re-
sources, and configura-
tions will be fluid, with
much use of outsourcing,
temporary and specialized
employees. Effective or-
ganizations will be highly
focused on what they do
best, partnering with other
organizations for other
services. Location will be
increasingly irrelevant.

The pace of change will
continue to accelerate, and
nimble organizations will
be the survivors.

The complexity of the
issues to be addressed
demands collaboration
among individuals and
organizations.

While State is of course
already a global enter-
prise, the future will see
the globalization of the
work group and increased
leveraging of staff and
expertise, and all made
possible by information
technology.

Virtual teams for crisis
management, issue analy-
sis, and country opera-
tions. Increased reliance
on commercial services
and outsourcing, and on
centralization to allow
each Bureau and post to
concentrate on its core
business. Focus on rela-
tionships with NGOs,
commercial firms, and
other nations. Post and
organizational specializa-
tion and focus.

Reduced reliance on rigid
hierarchical organizations
replaced by fluid teams
formed as needed. Rapid
update and communica-
tion of policies and proce-
dures.

State must organize itself
to promote internal and
external collaboration --
among posts, geographic
and functional bureaus,
and with NGOs, other
agencies, other nations

Secure, reliable, scalable
global infrastructure -
available on a 7-day. 24-
hour basis

Internal networks in-
tertwined with the
Internet, with carefully
managed boundaries
The best tools for data
mining, analysis, and
presentation
Collaborative and in-
teractive technologies
Auvailability of pro-
curement options for
rapid response
Centralized service
offerings in IT operations
and management
Highly automated
administrative functions
such as Human
Resources (HR),
logistics, and finance
Mobile and home-based
computing

Use of the global network
and web as a vehicle for
communication

IT support for team-work
-- collaborative software,
interactive video
conferencing

Mobile computing

IT support for team-work
-- collaborative software,
interactive video
conferencing

Online communities
Interagency connectivity
Secure, high capacity
networks

Directory services
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Learning-
orientation
and
knowledge
management

Competition

Successful organizations
recognize the value of
continuous learning
throughout the organiza-
tion. The passion to ac-
quire knowledge is a key
value in keeping up with
customer demands and the
competition.

Customers will have in-
creased choices from
among multiple sources --
for information, services,
products, everything

While State has a tradition
of emphasizing learning --
e.g., the Foreign Service
Institute (FSI), it must
transform its approach to
promote constant learning
at all levels — not just
while FSI but throughout
one’s career.

State will face increasing
competition from think
tanks, NGOs, the media,
the web -- its customers
will demand better, more
timely, more accurate in-
formation and analyses.
State must adapt or risk
marginalization.

Knowledge management
Distance learning
Structured access to
information from all
relevant sources

Online interaction with
experts

The best tools for access
to and analysis of
information relevant to
international affairs

A robust, secure, con-
tinually evolving IT in-
frastructure

The IT Environment of 2005

The evolution of Information Technol-
ogy will mirror these trends in many
ways. By 2005, the use of the Internet
will be pervasive — people will be able to
access the web from virtually anywhere
in a large variety of ways. All forms of
communication will be increasingly
integrated and seamless. We will be
able to check e-mail and voice mail from
home, or while travelling, and we will be
able to use smaller and smaller devices.
Access to technology will become easier
and more user-oriented. Speech and
handwriting will be much more common
forms of data entry, and computers will
be able to recognize natural language
with great accuracy. Video, audio,
images, voice, and all other forms of
information will be routinely available
through a single Transmission Control
Protocol/Internet  Protocol  (TCP/IP)

network.  Security features will keep
pace with demand, allowing electronic
transactions for virtually all types of e-
commerce, and high levels of protection
for sensitive information and networks.

The table on the following page
characterizes key changes in the
Department’s IT environment that will
accompany the broader changes
discussed above. In general, the
environment of 2005 will emphasize
knowledge management — information
technology tools and databases that
enable the Department to leverage its
vast store of corporate knowledge,
making it widely available to those who
need it, whenever and wherever they
need it. This is a radical improvement
over today’s largely fragmented infor-
mation environment.
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Department IT

Characteristics
Access to information
Work processes

Internet usage

Messaging

Applications

Workforce

1999

Limited
Isolated

Dispersed
Bureaucratic

Partial

Cable-based
Slow/unreliable

Stovepipe
Administrative
Distributed Data

IT users poorly trained
in effective use of IT
IT knowledge of many
technicians outdated

2005

Worldwide

Collaborative
Consolidated
Self-service

Pervasive

Integrated e-mail /
cable / data / video
Fast / reliable
Integrated

Substantive
“Data-less” Posts

IT users well trained in
effective use of IT

IT knowledge of most
technicians up-to-date

Future Directions

As the changes discussed above actually
occur, the State Department will change
its way of doing business in many
respects. Obvious changes are that work
will become increasingly automated, and
online interaction among people will be
a dominant part of the workplace. Sub-
tler, yet equally important, changes will
occur in organizational and interpersonal
relationships. For example, as
organizations become more “virtual”,
traditional hierarchies will lose their
importance.  People will have ready
access to each other and to various kinds
of knowledge and expertise, thus altering
today’s power relationships. The para-
graphs below illustrate new ways of
doing business and suggest how IT will
affect State programs and operations.

The substantive work of the Department
will be characterized by global virtual
teaming. Using technological advances,
the Department will be able to assemble
teams of experts to focus on the key

issues of the day - especially the
national interests and priority areas from
the Department’s Strategic Plan. The
members of these teams need not be co-
located, and the composition of teams
can be changed rapidly as the need for
different expertise and perspectives
changes. Members need not all be inter-
nal employees — outside experts, NGOs,
other agencies, all can play roles. The
environment will be dynamic and flexi-
ble, enabling far more rapid and com-
prehensive attention to key issues than is
possible today. Interagency
connectivity, as called for in the OPAP
report, will be a key underpinning of e-
diplomacy.

Diplomatic communications will change
to correspond to this virtual teaming
environment. No longer will people be
content to communicate vital informa-
tion via outmoded and inflexible cables.
In the future, communication will be
much like the web — it will be real-time,

Office of Architecture, Planning, and Regulations — Planning Division
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interactive when needed, multi-media,
and flexible in format and style. Materi-
als under development by team members
can be made readily available for real-
time review and discussion — all via
easy-to-use network facilities. People all
around the world can contribute to a
document, reviewing each other’s work
in ways that best suit their personal
styles.

Self-service  or  autonomy  will
characterize the administrative work of
the Department. Technology will
empower employees to enter much of
their own data and process their own
transactions in such areas as personnel,
travel, purchasing, budgeting, and finan-
cial reporting and management. Tech-
nology can eliminate the “middle-man”,
much as online booksellers have reduced
people’s dependence on traditional
bookstores. With the right tools, it is
faster, easier, and more pleasant to shop
via the net. So it will be for many
routine  administrative  transactions.
Security features will ensure proper
review and accountability.

A key focus for IT will be knowledge
management — establishment of data-
bases and tools to leverage the tremen-
dous storehouse of data and information
the Department creates, receives, or
accesses. The information age has cre-
ated information overload for many peo-
ple, including Department of State
employees. People are unable to process
or absorb all the potentially relevant
information available to them. Depart-
ment employees are especially vulner-
able to information overload, since they
are so dependent on information for their
daily work.  Sophisticated tools are
under development to help people access
and manage information far more intel-
ligently than is possible today. Profiling,
search and retrieval, pattern recognition,

data mining, and other techniques are
coming into wide use. The Depart-
ment’s IT environment of the future will
capitalize on these developments to pro-
vide the best support possible for its
knowledge workers.

The paragraphs below indicate how IT
may change the Department by 2005:

* The Post Environment of 2005 — the
post of the future will be staffed
almost exclusively by substantive
knowledge workers, focusing on the
strategic issues of United States
diplomacy and consular affairs.
Most posts will have very few or no
permanent administrative staff, with
administrative activities performed
via self-service using easily accessed
central systems. The post IT and
operating environment will be more
highly integrated than it is today — all
members of the country team,
regardless of agency, will be able to
communicate with one another via a
standard network and will participate
in the virtual teams discussed above.
The post will also interact more fre-
quently with other posts and with
external organizations — via the
Internet, video conferencing, and
online communities of interest.
Posts will also be physically smaller,
as staff is able to work from home,
accessing systems and networks via
mobile and portable equipment,
which will also be getting smaller
and more effective. In selected
cases, the Department will move
toward “data-less posts”; in high
threat areas, especially, data will be
maintained centrally rather than at
post.  Access will be provided
through networking facilities.
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Consular Operations — Consular
officers will be connected in real
time to their peers at other posts and
to Headquarters, enabling effective
sharing of information for border
security and visa processing. Bio-
metrics will be used extensively, and
the Department will experiment with
fully electronic travel documents
much as the airlines have done.
Information systems and databases
will aid in providing the best and
most informed citizen’s services to
Americans overseas.

A Day in the Life of a Political Offi-
cer — while the political officer’s day
will be more dynamic and demand-
ing in the future, information tech-
nology will enhance his or her ability
to meet the demands. The volume of
information will be potentially over-
whelming, and State’s officers will
be expected to keep up. They will
use sophisticated tools to search for
and obtain the data they need. The
Department will have established
systems and tools to aid them in this
effort — specialized end-user desk-
tops or toolkits will be provided for
political, economic, consular, and
management officers. They will also
spend much time in interactive work
groups, working with peers at other
locations and in other organizations,
bringing their special expertise to
bear on the problems of the day.
They will no longer focus their
energy working alone to produce
rigidly formatted cables, but rather
will be able to share and present
information in a variety of effective
formats and media — working in a
team environment. Sophisticated
modern technologies, such as today’s
personal data assistants (PDASs) will
free people from their desktops and
allow access to critical information

and communication among team
members regardless of location. The
entire analytical process will be more
flexible, dynamic, and interactive
than it is today, resulting in higher
quality products, and a more
rewarding work environment.

Crisis Management — in the future,
crisis management will rely on the
virtual teaming concept to bring
together the needed expertise and
information as rapidly as possible.
Task Force members will be in con-
stant communication with each other
and with others who may play roles,
both in and outside State. In addi-
tion, crisis management will benefit
from the ready access to the myriad
information sources, which will be
available in 2005, including infor-
mation on past crises and responses.

Human Resources Management
and other Administrative Opera-
tions - Through technology, people
will be given autonomy to initiate
and process most administrative
transactions, with systems in place to
ensure appropriateness and authority.
Technologies we might expect to see
include smart cards, debit and credit
cards, interactive voice response
systems, and other forms of fully
integrated  electronic  commerce.
Consider human resources. The
most innovative companies have
radically streamlined their HR
operations; in the most extreme cases
they provide virtually all services
from a single central location staffed
by a small number of people. The
HR function has become largely
“self-service” through automated
tools, accessible by employees and
managers via the web, telephone,
and other convenient means. Not
only has this reduced costs consid-
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erably, it has improved service and
quality by reducing bureaucratic
obstacles. By 2005, State should be
able to achieve a radical transfor-
mation of its HR and other adminis-
trative operations, seeking out the
best practices of the most innovative
enterprises. By pursuing the goal of
self-service, State can streamline and
improve all administrative opera-
tions. For example, staff will be able
to initiate purchase transactions that
will be routed automatically to the
best path for purchase, taking
advantage of available discounts,
delivery options, and other terms.

Rapid movement toward e-diplomacy
will require cultural changes in the
Department of State. It will require

employees to master technology as a
means for becoming more productive
and effective. It will require an
increased level of “openness” by
involving, rather then excluding, other
organizations participating in interna-
tional activities and, most importantly,
engaging the U.S. public in meaningful
colloquies. It will require the Depart-
ment to re-balance the always-vexing
equation between security and openness,
and to do so in favor of the latter. And it
will require a focus on applying
technology to the Department’s main
business, rather than to the admin-
istrative support systems that have tra-
ditionally absorbed all available IT
resources.
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IT GOALS AND OBJECTIVES

The Department’s five strategic IT goals for the 2001-2005 period were initially set forth
in the IT Goals Paper. This section further describes these five goals, breaks them down

into the 13 strategic objectives listed below, and establishes milestones and performance
measures for each objective.

Goal 1 - A Secure Global Network and Infrastructure

Objective 1A - A Commercial-Style Global Network for Classified and
Unclassified Communication

Obijective 1B - A Continually Updated Equipment and Software Base
Objective 1C - Robust Infrastructure Security Services

Objective 1D - Effective Infrastructure Management and Support
Services

Objective 2A - Worldwide Access to International Affairs Information
Resources

Obijective 2B - IT Support for Effective Collaboration

Obijective 2C - Effective IT for Public Diplomacy

Objective 3A - Business Quality Electronic Mail

I
‘ Objective 3B - Standard Utilities and Services for Information Exchange

Goal 4 - Leveraging IT To Streamline Operations

$

‘ Objective 4A - User-Empowered Administrative Systems
e&m Objective 4B - Consolidation of Information Technology Facilities

Goal 5 - Sustaining a Trained Productive Workforce

@ e = Objective 5A - A Rewarding Workplace for IT Specialists

A E Objective 5B - An Effective Distance Learning Program
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@ﬁ@ Goal 1 - A Secure Global Network and Infrastructure

@! A reliable and secure global and user expectations. Specifically, this

telecommunications and goal will be achieved with establishment
processing infrastructure is the and maintenance of the most modern
foundation for achieving all of the available computer and communications
Department’s strategic IT goals. The technology to support worldwide
conduct of diplomacy and international diplomatic, consular, and management
affairs  activities s activities.

increasingly dependent A modern, high-capacity,

on information technol- commercial-style network Benefits to Diplomacy

Zﬁy trt‘?rtnéz avzlr:gbleaa;: is prerequisite to the D_ell?abftmg?t emﬁ!oyees
: conduct of e-diplomacy. will be able to use this net-

locations  around  the P i work and technical infra-

world, and that support structure to:

modern information access and sharing.

The Department’s IT infrastructure must .

Communicate rapidly, securely, and
reliably in a variety of conventional
and innovative ways, including
message text, voice, and video-
conferencing;

enable the nation’s diplomats to exploit
technology for innovative and collabo-
rative processing and interaction, both
internal and external.

Global Reach

This first goal will focus on the
establishment of a modern,
scalable, commercial-style
network and platforms for the
diplomacy of the 21% century — an
infrastructure with true global
reach. End-users will connect to
the infrastructure using a variety
of modern devices — not just state-
of-the-art desktop and laptop
computers, but also telephones,

televisions, voice input
equipment, and other not-yet-
invented devices. The
infrastructure will provide the
processing power,
communications capabilities,

security, and network man-
agement facilities needed to meet
mission and business requirements

No Longer A Luxury - Ubiquitous Global Communication Is Vital
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Goal 1 - A Secure Global Network and Infrastructure

@@ * Communicate from
@ desktop to desktop with
each other and with

others involved in foreign affairs
activities — USG agencies, interna-
tional  organiza-

communicate with their counterparts
around the world. This goal promotes
flexibility in a number of ways. First, it
institutionalizes and expands the ALMA
Program to promote regular, planned
replacement and

tions, NGOs, for-
eign governments,
and U.S. firms
engaged in foreign
commercial

We must create an
environment that minimizes
the complexities inherent in

globally dispersed IT systems.

upgrading of IT assets.
Second, the infrastruc-
ture will exploit com-
mercial technologies and
standards, rather than

activities;

* Work collaboratively on foreign
policy documents;

* Exchange textual materials, photo-
graphs, television images, data
arrays, maps, engineering drawings,
and biometrics, along with other
forms of information;

e (Gain rapid access to international
affairs documents, information, and
data; and

* Apply innovative technologies as
they become available to support
remote access and processing, wire-
less communication, integration of
voice, data, and video information,
and mobile computing and commu-
nications.

Two key characteristics of the IT envi-
ronment of the future will be flexibility
and sustainability. Flexibility is needed
to keep the infrastructure reasonably cur-
rent so that our Foreign Service officers
and other knowledge workers are able to
access the resources they need and

investing in proprietary
solutions that cannot keep up with
requirements and expectations. Third,
this goal and the implementing strategies
will encourage innovation, so that new
technologies are evaluated in a timely
manner and successful ones are
incorporated and integrated rapidly into
the infrastructure.

Sustainability is critical for the Depart-
ment since it must maintain and support
a far-flung infrastructure with diverse
requirements and skill sets. A further
challenge is that increasingly short-
handed professional IT staffs supports
this global infrastructure.

The infrastructure will be:

* Available, reliable, fault-tolerant —
everywhere when needed

* Flexible and scalable — to offer required
capacity when needed — on demand

 Secure — protected from internal and
external threats

» Manageable — supported by automated
and integrated tools and services, along
with a well-trained, skilled staff

» Focused on supporting the end-user —
providing powerful and flexible access,
supporting mobile computing, multi-
media, and other such capabilities

Office of Architecture, Planning, and Regulations — Planning Division
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Goal 1 - A Secure Global Network and Infrastructure

@“!;‘ ' Objective 1A - A Commercial-Style Global Network for
@‘ Classified and Unclassified Communication

The Department has long recognized
that it must substantially improve its
capability to add network capacity,
increase availability, and adopt new
services for the domestic and overseas
environments. The current networking
approach has been unable to keep up
with demand or with the pace of change
seen in  commercial  networking
operations.  State Department staff —
including ambassadors — find themselves
unable to communicate effectively
among their country teams, between
posts and Washington, or with external
organizations. The Department’s highly
successful deployment of the ALMA
platform has further demonstrated the
need to upgrade circuit capacity at posts.
To address this need, the Department has
worked with the Diplomatic Telecom-
munications Service Project Office
(DTS-PO), at considerable expense, to
provide posts with additional bandwidth
which in some cases became inadequate,
even before the worldwide installation
was complete. As the global
telecommunications environment
expands and blossoms, the Department
must take greater advantage of
commercial  services to increase
bandwidth capacity and drive down
costs. This is the only way the DTS will
keep pace with the communications
demands of modern diplomacy.

The current networking
approach will likely be
prohibitively expensive and
cannot deliver the rapidly
scalable capacity and services
required.

Through this objective the Department
will establish a robust, secure communi-
cations environment that supports
Department mission and  business
requirements into the future. The
Department will work to transform the
DTS into a “utility” service that is
always present, when demanded, to
support  sudden and  short-term
communications needs.  Whether in
Washington, at post, in travel status, or
communicating outside of government,
our diplomats will have immediate

Global Director

Single authoritative source of
directory (including applicable
security information) on:

* People,

* Organizations,

* Functions,

*  Services, and

e Documents.

access to government-owned and con-
tracted commercial services that,
together, will constitute a secure, global,
electronic highway for e-diplomacy.

Accordingly, the major component of
this objective is to position the Depart-
ment to exploit available commercial

The networking approach of the
future  will  leverage the
commercial sector’s investment
in robust worldwide communi-
cations — meeting capacity and
service requirements at afford-
able prices.
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Goal 1 - A Secure Global Network and Infrastructure

@%, technology and circuitry to
@‘ the maximum extent

possible, consistent  with
needs for availability and security. The
aim is to establish a robust, scalable
network that can support mission needs
as they evolve and grow. Advances in
hardware, software, and information
management will place ever-greater
demands on the DTS network, and the

Virtual Private Network

Take advantage of the IP
Security Protocol to ensure
secure VPN transactions.

Department must be prepared to meet
these demands. Whereas in the current
dedicated circuit environment, upgrading
bandwidth capacity is expensive and
time-consuming, in the future, we must
be able to provide a way to increase
bandwidth on demand.

To capitalize on commercial networking
technology, the Department plans to

Internet, and the experience at these
posts will be used to plan further
expansion in the use of VPNs within the
DTS.

The network will continue to support all
levels of classified and unclassified
processing required by the international
affairs community. The bulk of the
processing is expected to be unclassified
— either Sensitive But Unclassified
(SBU) or totally unrestricted, with a
smaller, although growing, percentage
for classified processing (Confidential,
Secret, and Top Secret). Under this
objective, the Department will build,
architect, deploy, and maintain network
services meeting all of these require-
ments.  This objective includes full
Internet access, support for mobile
computing, video conferencing, and, in
general, the network underpinning for all
the other goals and objectives.

The Department’s network of the future
will also include a standards-based
global  directory to support all

employ  Virtual Private

Network (VPN) services
within the DTS. This will
allow protection of sensitive
information, while
exploiting the tremendous | °
bandwidth, throughput, cost-
effectiveness, and other fea-
tures of commercial circuits
and services. Government
and private sector organiza-
tions are beginning to
deploy VPNs, and the
technology is becoming ever
more reliable, robust, and
secure.  The Department
currently has six posts using ||
VPN technology to provide
access to Open Net via the

Implementation of commercial style networking will
enhance our ability to perform the Department’s
mission by providing the following benefits:

Increased and more timely internal and external

interaction, resulting in improved analyses, more

thorough research and discussion of issues, and timely

release of information to Department customers and

the public;

e Increased efficiency through reduction in manual and
paper-based processes;

»  Enhanced access to sources of information through the
Internet and other vehicles;

* Increased

enhancing diplomatic readiness, embassy security, and

emergency preparedness; and

Ability to constrain networking unit costs (i.e., cost

per unit of circuit capacity) by exploiting commercial

networks such as the Internet.

reliability of communications services,
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Goal 1 - A Secure Global Network and Infrastructure

Te¥
@ ! applications and end-user
@ functions that require it. The

directory will support electronic
mail, modernized messaging, employee
identification and authentication
functions, as well as transaction routing,
collaborative processing, and workflow

Means and Strategies

(j; Both short and long-term

j}] strategies will be used to

build and sustain a robust

global network needed for

e-diplomacy. The following are the key
strategies currently envisioned:

» Exploitation of commercial
investments — the Department will
make full use of the Internet, VPN
technology, circuits provided by
commercial carriers, satellite and
other wireless systems, as appropri-
ate, to provide a sustainable, scal-
able, reliable, and secure networking
infrastructure. Consistent with secu-

Ensure Readiness

1. Stop buying circuits — buy
service

2. Anticipate  requirements
and deliver capacity on
demand.

rity requirements, the Department
will maximize use of these commer-
cial technologies as a way to control
costs while ensuring adequate and
evolving service and capacity. The
Department will proceed cautiously
to implement global VPN services
within the DTS, with a pilot
deployed in 2001, and full-scale
deployment to follow when the

applications. In keeping with the
Federal interagency  Public  Key
Infrastructure ~ (PKI) and  e-mail
initiatives, a subset of directory
information will be available for external
access and communication.

Department is convinced that this is
prudent.

* Network consolidation — to promote
effective network management and
user productivity, the Department
will collapse its networks to as few
as possible. During FY 1999 and
2000 (that is, prior to the start of the
planning horizon addressed by this
Strategic Plan), the unclassified net-
works supporting SBU information
and Internet access will be com-
bined. An approach for this level of
consolidation is currently being
developed by the Office of Informa-
tion Resources Management (IRM)
and the Bureau of Diplomatic Secu-
rity (DS). This consolidation will
provide users with full access to the
Internet from the same desktop they
use for most Department processing.
As security technologies advance
and true  multi-level  security
becomes available, access to classi-
fied information may also be pro-
vided from the same desktop. In any
event, network management services
(planning, monitoring, configuration
management, user support) will be
consolidated for all networks.

» Capacity planning and management
and bandwidth on demand - the
Department ~ will  establish  an
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%@ Goal 1 - A Secure Global Network and Infrastructure

@ !l enhanced  process to advantage of the wvarious options
monitor global capacity available for obtaining the very best

requirements, and ensure
that required capacity is available
when needed. This effort will be
forward-looking, and will consider
the impact of new technologies —
e.g., video conferencing, voice over
IP. The Department will work with
DTS-PO to establish flexible and
timely options for obtaining required
communications capacity  and
services when needed.

Service Delivery Options - the
Department and DTS-PO  will
explore various options for acquiring
and delivering telecommunications
and networking services. The goal is
to provide the best possible
networking services while reducing
total cost of ownership (TCO).
Available options include various
forms of performance-based
contracting, acquisition of services
and bandwidth on a regional or
global basis, and multiple award
contracts, such as was used by the
General Services Administration for
FTS-2000. In 2001, the Department,
in coordination with DTS-PO, will
conduct a feasibility study and
develop a comprehensive network
plan. As the global commercial net-
working industry matures, the DTS
must be positioned to take maximum

and most cost-effective commercial
services.

Dedicated bandwidth for Command
and Control requirements -
recognizing the foreign affairs
community's need for
uninterruptible, secure, and highly
reliable communications for mission
critical requirements, the Department
will continue to employ dedicated
circuits (terrestrial and satellite) as
its primary telecommunications
medium in conjunction with newer
commercial services such as VPN
and on-demand bandwidth.
Employing multiple service types
will help to increase capacity and
availability while driving down the
unit cost of bandwidth. In this
"meshed" network scenario, it is very
possible that a majority of data will
travel over VPN and on-demand
circuits allowing DTS-PO to size the
primary dedicated circuit to meet
command and control requirements.
Additionally, DTS-PO's customers
will be able to choose the level of
service they need for their data. For
instance: a customer may choose
only one path or choose to send a
percentage of data over multiple
paths.
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%@ Goal 1 - A Secure Global Network and Infrastructure
%.! Major Milestones Performance Measures
Performance measures for this objective

are identified below during the first year
in which they are measured

FY2001

O  Full Internet services available
to all Open Net users .,

O Study of network service delivery options \«

O Global pilot test of commercial network- \-
ing technology (e.g., VPN, Internet as
transport mechanism)

O Comprehensive plan for providing highly
scalable circuit capacity on demand

() Standards-based global directory
established

Output

* Number of Department employees
with full Internet capability

Outcome

» Evidence of innovative use of
Department networks — e.g., for
distance learning, video
teleconferencing

FY2002

(O Comprehensive plan for command and
control network, including support for
highly classified communications

(1  Establishment of bandwidth on
demand for 50% of posts

QO Pilot test of voice over IP

O Plan for integration of voice and data
communications

Output

» High levels of network
availability and reliability (e.g.
greater than 99% availability)

Outcome

Growth in use of networking

services, collaborative interaction,

web-based processing

FY2003
O Pilot test of command and control Output
network » Extent of use of commercial

networking facilities
* Ability to meet demand for
circuit capacity
Outcome
* Post perceptions regarding
network performance and
capacity improve

A Establishment of bandwidth on demand
for all Department locations

FY2004

O First increment of Command & Control
network installed

FY2005

O Command and control communications
operating by satellite worldwide
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Goal 1 - A Secure Global Network and Infrastructure

5%
&

Achievement of this objective will
require close cooperation with DTS-PO
and all members of the international
affairs community. The Government
will benefit significantly from a coordi-
nated global network that supports all
international communications for all
agencies.  Attainment of some mile-
stones is dependent on advances in net-
working and telecommunications capa-
bilities and technologies (e.g., voice over
IP and integration of voice and data).

External Factors

This objective calls for the use of com-
mercial services and competitive prac-
tices to enable the high capacity, scal-
able, and secure global network needed
for the diplomacy of the next millen-
nium. The Department and DTS-PO’s
approach to networking must change
dramatically — we must provide higher
capacity, better service, and scalability,
at affordable prices. More business-like
arrangements, such as performance-
based service level agreements (SLAS),
will be established. These SLAs will be
based on standard measures of network
performance — that is, Delay, Availabil-
ity, Reliability, and Throughput or
DART - rather than the current focus on
raw bandwidth.

The direction of the IT industry has
always required ever increasing network
capacity.  Every new generation of
software, such as word processing,

e-mail, human resources, financial
management, procurement, and other
applications, offers new features and

DART

Performance is measured in:

e Delay
e Availability
* Reliability

»  Throughput

functions, but also requires increasing
capacity for networking and processing
power. The trend toward web-based
applications  typifies this. The
Department must ensure that its network
offers the necessary capacity to allow
full use of these modern applications.

The Department will work with other
agencies with overseas presence to
coordinate the planning and
development of the global network. As
noted in the OPAP Report, interagency
connectivity is a key underpinning of e-
diplomacy. State will take the lead in
ensuring effective levels of connectivity
through an integrated networking
approach.
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%ﬁ@ Objective 1B - A Continually Updated Equipment and

Software Base

The Department has made great strides
in fielding modern platforms, especially
the ALMA Program’s deployment of
unclassified systems at overseas loca-
tions and the modernization of main-
frame technology at Beltsville and Main
State. Among the benefits realized from
these efforts are availability of modern
hardware and software environments
that support user requirements and
expectations, as well as high levels of
standardization and consistency, which
have eased burdens on both end-users
and the support infrastructure.
Interoperability and data sharing have
increased as end-users are able to
exchange information using standard
hardware and software.

But these successes also demonstrate
how much more remains to be done to
institutionalize a process for keeping
technology aligned with State require-
ments. The Department will take an
enterprise life cycle approach to plat-
form management. Initially, the ALMA
Program had been applied only to the
overseas unclassified  environment,
leaving unmet the requirements for a
modernized classified environment, as
well as gaps in the domestic infrastruc-

Life Cycle Replacement

Life cycle replacement results in

flexibility to:

1) Capitalize on industry directions,

2) Manage total cost of ownership,

3) Avoid proprietary lock-ins, and

4) Attract and retain  first-rate
technical staff.

ture. Bureaus have been inconsistent in
their planning and spending for regular
equipment upgrades and replacement. If
this continues into the future, it will be
impossible to maintain a substantially
standardized environment.  Excessive
enthusiasm for decentralization has
resulted in a proliferation of servers,
bringing unacceptable levels of com-
plexity, increasing costs and risks.

The Department has only just begun to
exploit web technology, and this effort
will be expanded and institutionalized
under this strategic objective. The
Department’s growing dependence on
web technology will inevitably increase
its demands for a powerful server infra-
structure accessible from anywhere in
the world.

A life cycle replacement program is key to diplomatic readiness —
plus it enables us to attract quality technical staff and to capitalize on
industry direction.
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The Department will build on the suc-
cesses noted above and pursue three
inter-related strategies to achieve this
objective.

Means and Strategies

Investment Management through
the Central Fund

Historically, planning and funding for IT
hardware and software have been left to
the individual Bureaus. The Bureaus are
thus forced to choose among pro-
grammatic, administrative, and IT initia-
tives, when allocating their funds. The
result is that each Bureau determines
whether and when to replace or upgrade
IT hardware and software. Over a very
short period of time, this leads to a non-
standard environment, which in turn
reduces opportunities for information
sharing and increases the training and
support burden.

The Department will use the
Central Fund to promote
effective life cycle management
of hardware and software.

To address this situation, the Department
will expand the use of its Central Fund
(CF) to cover ongoing maintenance,
upgrade, and replacement of standard
hardware and software suites. This is
the only way to establish an effective life
cycle maintenance program that sustains
a  reasonably  standardized and
interoperable environment.

Each year, the Department will establish
an integrated plan for hardware and

software funding. This
plan will be coordinated
with the IRM planning
and architecture proc- ===

esses, which will continually identify
hardware and software technologies and
standards to be pursued. Each item of
hardware and software will be assigned
an expected life cycle (e.g., four years
for desktop computers), and the annual
plans will identify the specific items to
be replaced each year.

Institutionalization of Key
Programs and Initiatives

The IRM Bureau will establish an
ongoing deployment program, building
on the recent successful ALMA
deployment. The expanded and ongoing
ALMA process will address require-
ments for classified processing, and will
ensure regular life cycle replacement and
management of deployed platforms. The
ongoing ALMA process will also work
with  any  domestic  Department
organizations that require assistance in
keeping current with desktops, servers,
and other distributed processing plat-
forms that come available. The ALMA
program will continue to deploy and
upgrade the Department’s standard
software suite.

The Department will continue its main-
frame modernization process, systemati-

cally replacing

all  older-style Modern
processors with mainframes will
modern, Com- be used as

corporate super
servers for web
services.

plimentary
Metal Oxide
Semiconductor

(CMOS)-based
equipment and instituting parallel
sysplex to provide the reliability, avail-
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@{i’ ability, and scalability
@ required for border security

and other mission-critical initia-
tives. These modern mainframes will
also be used as corporate servers to pro-
vide global processing support for cor-
porate applications and data. This will
allow continuing consolidation and
centralization of processing onto fewer
large-scale servers that are easier to
manage, secure, and maintain than a host
of disparate, widely dispersed servers.
Web-based applications and data
management will be encouraged, as a
means of creating both broad-based
access from anywhere around the world
and easier-to-maintain systems. Cen-
tralized corporate platforms will be
configured to provide the ideal envi-
ronment for these web-based systems.
These platforms will provide the reli-
ability, performance, capacity, and scal-
ability needed for the processing
demands of the next century.

Procurement Strategies

The rapidly changing IT industry
demands flexible and responsive pro-
curement mechanisms. Department
organizations must be able to purchase
the latest technology — consistent with
architectures and standards - easily,
rapidly, and at commercial prices. The
Department will create an online IT pur-
chasing process that intelligently aids the
purchaser in identifying the best vehicle
for purchasing any given item.

This automated procurement environ-
ment will exploit Government-wide
contract mechanisms and will facilitate
use of credit cards, debit cards, elec-
tronic commerce, and other innovative
mechanisms to streamline and simplify
the process of purchasing appropriate
technology.  Department procurement
vehicles will be established only when
necessary for specialized equipment not
otherwise available through commercial
or other Government vehicles.

Improvements in IT require fundamental changes in other
processes, especially procurement.
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FY2001

25% of unclassified and PC/
LAN/WAN equipment replaced™

25% of classified PC/LAN/WAN
equipment replaced*

Major Milestones

or replaced*
20% of emergency radios replaced™

DD D D D

office software installed worldwide*

FY2002

* - Milestone is repeated each year.

External Factors

10% of post telephone systems upgraded

Updated versions/releases of standard

Performance Measures

Performance measures for this objective
are identified below during the first year
in which they are measured

Output

» Establishment of a global classified
ALMA infrastructure

» Availability and reliability of
platform components

Outcome

» End-user satisfaction with classified
infrastructure

 Satisfaction of customer
performance requirements (e.g., for
border security processing)

Output

« Percentage of equipment older
than expected (4, 5, or 10 years)

« User perception that equipment
and software are up-to-date

» Effective support for mobile
computing, including ability to
access IT systems, databases,
and e-mail from any location

Outcome

* Growth in use of infrastructure

equipment and systems,

measured by transaction

volumes and numbers of

database accesses.

Other than the availability of funding, there are no external factors that will have a
substantial impact on the achievement of this objective.
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%!‘ Objective 1C - Robust Infrastructure Security Services

The Department faces considerable
challenges in establishing an effective
security infrastructure for the IT envi-
ronment of the future. Significant shifts
in technology and management approach
are necessary to meet PDD-63 and safe-
guard critical IT assets in the modern,
highly interconnected era. In the past,
the Department has maintained security
through a largely closed infrastructure,
with few and highly controlled connec-
tions to external entities. In this envi-
ronment, the

Department
practiced an
approach to
security char-

Emphasis will shift
from risk avoidance
to risk management.

acterized as

risk avoidance - that is, trying to
eliminate all risk. This approach is no
longer possible or desirable. As dis-
cussed above and addressed eloquently
in several other papers®, our diplomats
must be in close communication with
their counterparts in other agencies, for-
eign governments, and NGOs. They
must have free and open access to net-
work services, while at the same time,
critical IT assets must still be protected.

The purpose of this strategic objective is
to establish an evolving security infra-
structure that will allow the open com-
munication required for modern diplo-
macy while protecting the integrity of
Department information, networks, and
other IT assets. This will require a shift
from risk avoidance to risk management,
under which managers assess the risks
and tradeoffs associated with specific
situations and determine the level of risk
that is acceptable commensurate with the

1 ¢sIs, Stimson, and OPAP Reports

potential threat balanced against the
value of openness.

To aid in this ongoing process, the
Department will establish under this
objective a growing suite of security
technologies and services that can be
applied to specific situations as appro-
priate. The technologies and services to
be made available will reflect Depart-
ment-wide requirements for such secu-
rity features as intrusion detection, digi-
tal signature, public key encryption, cer-
tificate management, and firewalls.
IRM, working with DS, will assess
available commercial and government-
developed security technologies, and
determine which should be made avail-
able as standard Department facilities
and services. The intent is to consolidate
and standardize the provision of security
services to the extent possible. The fol-
lowing table lists examples of the types
of services to be made available and
their uses in applications.

The suite of standard security solutions
will be comprehensive. It will secure
not only the network, but also systems

Security technology permits
the secure transport of
sensitive information across
public networks.

and applications. Certificates will be
used to establish the identity of each
user; thereby restricting the type of ac-
cess to the data based on job require-
ments or roles. This will enable us to
“compartmentalize” databases and allow
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Q%, different types of users vary-
@‘ ing levels of access and per-

missions.  We can further
secure the data by encrypting the files so
that the data is rendered unreadable in
the event that the “standard” means of
access controls are thwarted.

This objective will result in a funda-
mental shift in the way the Department
develops and integrates systems and
applications. Pre-approved security
approaches, technologies, and solutions
will be provided to Bureau developers to
ensure suitable security and consistency.
By using standard solutions, the security
infrastructure services will enable the
Department to exchange information
securely with other USG agencies, the
public, and nations abroad. This objec-
tive will support an effective response to
PDD-63 that requires the Department to
address the “cyber-threat”. The Depart-
ment’s approach is to provide standard
enterprise-wide solution sets instead of
having everyone invent their own, which
could leave gaps to be exploited.

As noted in Objective 1b, the Depart-
ment will pursue multi-level security
(MLS) as soon as the technology
becomes available and approved by the
National Security Agency (NSA). In the
interim, we will establish secure means
of exchanging information as required
and permitted between the unclassified
and classified realms. This will help us
keep the total number of desktops down
to a minimum. This will require a
device to allow exchange of certificate
information across the classification
boundary to enable seamless, secure
exchange of information like secure e-
mail supported by Version 3 of
Secure/Multipurpose  Internet  Mail
Extension (S/MIME).

The Department has designated the CIO
as the senior accountable official for IT
security, and has consolidated IT secu-
rity functions and responsibilities within
the office of the C1O. IRM and DS have
jointly developed a set of roles and
responsibilities that clearly designate the
functions of each organization regarding

IT  security.

Within  this || Enterprise-wide
framework, security  depends
both on the global
\C/’Vri??”'zat:zg?k directory included
cooperatively in Objective 1A.

to ensure that
the principles of risk management and

effective  security  solutions  are
implemented throughout the
Department.

The two tables, which follow, indicate
the primary principles that will be
followed and the type and applicability
of security controls envisioned.

The benefits to be derived from this
objective are:

* Robust security solutions that pro-
vide adequate protection while
allowing the Department to capital-
ize on modern communications and
information management;

» Standardization of security solutions
to increase efficiency, reliability, and
to ease the training burden on end-
USers;

o Standardized security solutions and
“reusable” solutions will minimize
the review and certification proc-
esses; and
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universal set of security

services will eliminate duplication of

Security Principles and Concepts

1) Effective security is an essential element of all information systems.

2) IT Security should not unnecessarily impede business operations.

3) Security must be applied commensurate with the level of risk and magnitude of
harm.

4) Security will be applied at all levels — not just network, but also system, application,
and data.

5) The internal threat exceeds the external threat.

6) Firewalls are the not the only solution — database encryption will also be used as
well as, standard 1&A across the enterprise, and modular pre-approved security

7) Configurations to eliminate weak links.

8) Security can’t be case-by-case, but must be consistent across the enterprise.

9) Match the applicable solution to the threat.

January 2000
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effort and foster
among systems.

interoperability

Messages will be encrypted and digitally signed when
necessary to ensure confidentiality and integrity.

E-Mail

Virtual Private Network (VPN)
to support remote users and
locations

Separate Government-
controlled Network

Secure Database Transactions

Application Authentication

Information Archiving

Secure Web Access

Strong Authentication

Document Management

VPNs will be established across unsecured or lower
security posture, IP networks when feasible to provide
adequate capacity and connectivity.

This government-controlled network will handle the most
highly classified traffic.

Bureaus will build systems that rely on a central PKI
mechanism to provide secure transactions.

Transactions will be “signed” to prove authentication
before execution.

Digital Signature techniques will be applied to archived
information to ensure integrity.

Secure Intranet and Internet access will be established
using public key encryption and certificates.

Clients/servers will be assured of each other’s identity in
an electronic transaction using digital signature and
certificates.

Personal and corporate information will be encrypted.
Access to sensitive documents will be controlled via
certificates.
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@ Means and Strategies

The major strategic elements of the
Department’s approach to IT security
are:

» Establishing an ongoing infra-
structure security program — an on-
going program will be put in place to
evaluate technologies and
approaches. This program will coor-
dinate with internal Department
organizations to identify require-
ments, and will coordinate with other
Government agencies (e.g., NSA)
and industry regarding best practices.
This program will assess commercial
approaches, and will seek to exploit
the most promising for Department
requirements.

* Maintaining an IT security archi-
tecture segment — the IRM Archi-
tecture Office is developing an initial
security segment architecture to
standardize the current set of security
solutions to be used. This architec-
ture segment will be maintained over
time as technologies and require-
ments evolve. The security segment
will document Department standards
and guidance and will explain how to
use and apply the standard security
solutions.

* Coordination - historically, De-
partment IT security efforts have
been fragmented, and responsibilities

have been
divided
among IRM,

DS, and the Bureaus. This has
inhibited progress. For the future,
the Department will rely on its recent
clarification of roles and
responsibilities, and will ensure high
levels of coordination and consis-
tency. This higher level of coordi-
nation will enable the Department to
build a series of “pre-approved” and
standard  security solutions to
streamline the security processes.

The availability of standard,
modular security solutions will
make it easier for users and
developers to do the right thing
and implement proper security

Awareness and training - the
Department will enhance existing
security awareness and training pro-
grams to ensure that everyone under-
stands the true threats and is able to
help spot improper or unauthorized
activity. System developers and IT
staff will receive separate awareness
and training on security solutions so
they understand the core services
that are available and how to access
and use them.
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Major Milestones Performance Measures

Performance measures for this objective
are identified below during the first year

FY2001 in which they are measured
O Open Net protected by firewalls and
intrusion detection worldwide Output
O Comprehensive PKI plan developed for * Successful internal and external
certificate use and management security audits
O Updated security architecture segment Outcome .
published » Number of security breaches
FY2002
QA Plan for standard digital signature Output
capability developed and piloted » Growth in use of standard security
O PKI capabilities deployed for Services
certificate management + Compatibility of Department

security solutions with NSA and
other partners

Outcome

» Management perception of efficacy
of risk management in balancing
security and functionality

» Growth in paperless transaction
processing (e.g., due to digital sig-
nature and other security solutions)

O Plan for standardized database
encryption tools and access controls
developed

FY2003
O Pilot test of database encryption tools

() Standard digital signature capability
established and made available for use
by Bureau and corporate applications

(O Updated security architecture segment
published

—/ FY2004
O Open Net data bases encrypted

FY2005
O Class Net data bases encrypted

External Factors

IT security will be coordinated with key external agencies, including NSA, other mem-
bers of the international affairs community, and intelligence agencies. Effective IT secu-
rity is also dependent on advances in commercial security technology, and the Depart-
ment will monitor developments closely and will establish external partnerships as appro-
priate.
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The Department’s IRM Bureau has
begun to institute an enterprise-wide IT
resource management system (ITRMS)
to support the emerging global infra-
structure. When fully implemented, the
ITRMS will provide integrated remote
monitoring and management of all IT
hardware, software, and networking
components, and will include an

integrated help desk capability for end-
user support.

The strategic vision for ITRMS is based
on the interim solutions currently being
developed. This interim capability will
provide the following services:

* Real-time monitoring and trouble-
shooting of all infrastructure compo-
nents;

» Configuration management, change
control, and tracking of equipment,
software, and facilities;

» Integrated help desk to support end
USers;

» Software distribution and license
management;

e Capacity and performance planning
and management; and

* Management reporting on IT assets
and performance.

The current effort entails both short-term
and more strategic initiatives. Under the
short-term effort, IRM will integrate
existing automated tools and databases
to provide an interim capability to sup-
port urgent requirements such as Y2K
remediation and the integration of State,
USIA, and ACDA systems.

Through this strategic objective, IRM
will expand on this interim capability

Objective 1D - Effective Infrastructure Management and
Support Services

and deploy the target ITRMS Depart-
ment-wide over the next three years.
The target ITRMS will be fully inte-
grated and supported by central tools and
databases that provide real-time
information to all levels of IT support
staff and management. The target solu-
tion will rely on best practices in use in
industry and government. The scope of
ITRMS will expand to cover Bureau as
well as infrastructure applications, data-
bases, systems, and end-user devices.
Help desk integration and consolidation
will continue, with many Bureau help
desks eliminated and others tightly inte-
grated into the central support infra-
structure.

ITRMS is key to sustaining the
global IT infrastructure while
containing the explosive growth
in IT costs.

The Department will also pursue the
concept of “seat management” which is
gaining prominence in the private sector.
Under this concept, either IRM or an
outside contractor would contract with
Bureaus or the entire Department to pro-
vide comprehensive maintenance and
support services for a per-seat cost.
Required service and performance levels
would be specified. The benefits of this
approach are predictable costs and serv-
ice levels.

The benefits to be derived from ITRMS
are:

» Cost avoidance — reducing the rapid
growth in need for highly skilled and
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expensive staff resources
to support the
infrastructure.

Infrastructure reliability — networks
and platforms will perform reliably
and IT resources will be available as
expected.

Security — careful monitoring and
support will aid in detection of
intruders and any other anomalies
that may signal security breaches.

Means and Strategies

The Department
will pursue the fol-
lowing strategies in
implementing  the

strategic ITRMS:

Build on current efforts — IRM will
use the interim network and system
management efforts currently
underway to gain experience with
enterprise-wide IT management, and
will then be well positioned to
expand these efforts for the longer-
term.

Exploit commercial technologies
and approaches — the Department
has been and will continue to
research industry and Government
best practices in ITRMS, and will
seek out effective partnerships to
capitalize on industry success.
Outsourcing and seat management
will be pursued as appropriate.

Customer support — ready availabil-
ity of accurate, timely information
and automated tools will enable IT
support staff to provide the best pos-
sible support to end-users.

Infrastructure evolution — effective
configuration  management  and
monitoring will aid management in
making effective and timely deci-
sions regarding replacement and
upgrading of equipment, software,
services, and facilities.

Integrate and coordinate — to deploy
an effective ITRMS in its highly
decentralized global environment
State will require high levels of
coordination among Bureaus and
potentially with other foreign affairs
agencies. The Department will use
the capital investment processes cur-
rently being established to foster the
necessary 